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Introduction
Retailers need customers to generate revenue, and nearly every
retailer has an online component to their business. Every time
a customer enters their username and password or credit card
information for a purchase, that’s one more successful transaction,
ultimately adding to retailers’ bottom line.
Like online retailers, threat actors share a common goal: increasing
profits. For threat actors, every customer they can trick into providing
them with account or payment data increases their revenues.
Attackers try to fool consumers into making fraudulent purchases on
malicious websites and steal username and password data to sell on
the dark web or to use to crack passwords on other websites.
Cyberattackers use a host of methods to con customers into
divulging their private information. One of the most effective ways of
doing this is by creating “lookalike domains” that share some of the
same characters in their URLs as legitimate domains. And while not
all lookalike domains are suspicious, many are. Malicious lookalike
domains use various methods to fool users:
• The addition of other characters to the spoofed URL (e.g.,
“bestretailer.com” for “retailer.com”).
• The use of characters (homoglyphs), which are different from the
legitimate domain but, at a glance, look identical to the spoofed
URL (e.g., “retai1er.com” for “retailer.com”).
• The use of homophones, which have the same sound, but
different spellings and meaning (e.g., new and knew).
• The use of international domain names (IDN) that use international
character sets (Unicode) translated into American characters
(ASCII), which, when translated, cannot be differentiated from
legitimate, trusted URLs.
These threat actors then dress up these lookalike domains in two
key ways:
• They create websites that mimic their legitimate counterparts
down almost to the last pixel.
• They use TLS certificates that act as machine identities to
reassure customers (as well as search engines) that their website
is safe to use.
Despite this growing phishing problem, online retailers lack a proven
means to measure the degree of risk that suspicious lookalike
domains can pose to their customers, their reputation and their
net earnings. To better understand the scope of this problem,
Venafi analyzed lookalike domains of the top 20 retailers in five key
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markets—the U.S., U.K., France, Germany and Australia—in June 2018. After discovering an alarmingly high
percentage of lookalike domains associated with these retailers, Venafi revealed that a high percentage of these
lookalike domains have been validated with certificates issued by Let’s Encrypt. The prevalence of Let’s Encrypt
certificates among these lookalike domains suggests that many of these domains are suspicious.
A Common Element Between Suspicious Lookalike Domains and Valid Certificates
According to the Venafi findings, a disconcertingly high percentage of lookalike domains are using SSL/TLS
certificates to make their websites appear legitimate. Overall, the number of certificates for lookalike domains in
the five countries surveyed is 217 percent higher than the number of certificates for legitimate retail domains.

Certificates for Valid vs Lookalike Domains
Total across the top 20 retailers in ﬁve key markets:
United States, United Kingdom, France, Germany and Australia

40,651
18,759

Certiﬁcates for Lookalike Domains
Certiﬁcates for Valid Retail Domains

As shown in the table below, the U.S. retailer percentage of lookalike domains vs. legitimate domains is close
to average, while the top 20 German retailers have almost four times the number of lookalike domains. At 30
percent, France is the only country with a relatively low ratio of lookalike domains relative to legitimate domains.

Not all lookalike domains are suspicious; some may be legitimate websites. However, since the number of
lookalike domain certificates was so large, Venafi looked for other characteristics that would help identify
domains that were more likely to be suspicious. To do this, Venafi evaluated how many of the certificates used on
lookalike domains were issued by Let’s Encrypt—since this is a favorite tool used in many phishing attacks.
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The Prevalence of Let’s Encrypt Usage for Suspicious Domains
Venafi found that 84 percent of lookalike domains were issued from Let’s Encrypt.

Lookalike Domains Using Let’s Encrypt Certificates
40,651

84%
34,080

Certiﬁcates for Lookalike Domains

Certiﬁcates for Lookalike Domains
Issued by Let's Encrypt

Among the five countries surveyed, there is little difference in the percentage of lookalike domains using Let’s
Encrypt certificates. However, this is based on a varying number of certificates as shown in the table below. For
example, although both the U.S. and France had 85 percent of their certificates issued by Let’s Encrypt, the total
number of certificates issued for the U.S. was substantially higher than that of France.

When looking at just the percentages, note that in three of the five countries—the U.S., France and Germany—
85 percent of the certificates used in lookalike domains were issued by Let’s Encrypt. And while the U.K. and
Australia have slightly lower ratios, all five countries have a high percentage of certificates issued by Let’s
Encrypt—more than 7 out of 10 domains.
The use of Let’s Encrypt certificates on lookalike domains is far more prevalent for large retailers, but it still varies
significantly. For example, out of the top 20 retailers in the U.S., the average number of lookalike domains using
Let’s Encrypt certificates is 1,213. But looking at the average doesn’t represent the dramatic span of lookalike
domain certificates across these retailers. As the table below points out, one of the top 20 U.S. retailers has
12,100 of the lookalike domains using Let’s Encrypt certificates. Nearly 50 percent of all the lookalike domains that
appear to target these retailers use Let’s Encrypt certificates.
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U.S. Retailers: Let’s Encrypt Certificates for Lookalike Domains

24,264

12,100

The same pattern was seen in the other countries, with the most lopsided example coming from Australia, where
out of the 1,260 lookalike domains validated with Let’s Encrypt certificates, two retailers are associated with
86 percent of these domains. Meanwhile, 11 of the top 20 retailers in Australia (55 percent) do not have any
lookalike domains associated with them.
The definitive explanation for disparities in the number of Let’s Encrypt certificates is that they seem to be
clustered among the largest retailers within each group of 20. While these mega-retailers are likely to be more
lucrative targets for threat actors, these tactics are also being used widely for smaller firms in each country.
The Connection Between Let’s Encrypt Certificates and Phishing
Several recent incidents have shown a connection between Let’s Encrypt certificates and domains used
in phishing attacks. According to multiple sources, Let’s Encrypt issued more than 15,000 certificates that
contained the word “PayPal” between Jan 1, 2016, and March 6, 2017. Of those 15,000 certificates, over 95
percent were used for phishing websites—many of which looked almost identical to the legitimate site, even to
security experts.
Let’s Encrypt is attractive to cybercriminals seeking to profit from lookalike domains because free certificates
contribute directly to economies of scale, and because Let’s Encrypt is a free service, it lowers the cost of
waging multiple phishing attacks. Let’s Encrypt is also automated, so it reduces the friction that has previously
been involved in obtaining certificates.
In a Venafi blog post written at the time this information was disseminated, Kevin Bocek, chief security strategist
for Venafi stated: “As the speed of certificate issuance accelerates, and hackers automate their attacks, the risk
for malicious certificates will continue to increase. This problem will only get worse.”
This example should concern online retailers as the availability of these certificates gives lookalike domains the
appearance of authenticity. It’s also more difficult to protect valued customers if vendors don’t have a way of
monitoring these suspicious domains.
The Need for Online Retailers to Track Lookalike Domains
Fortunately for retailers, the Payment Card Industry Data Security Standard (PCI DSS) requires online retailers
to maintain good control over their machine identities, which means they are leagues ahead in counteracting
suspicious domains over other industries.
At the same time, online retailers of all sizes must start devising strategies to track the number of lookalike domains,
particularly those that are certified through Let’s Encrypt. This will help protect their customers from being tricked into
using phishing sites that mime their own.
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In addition, Venafi recommends online retailers institute customer
awareness initiatives informed by the risks posed by these lookalike
domains. Not only would such initiatives help customers from
becoming victims of suspicious domains, they will also show the
vendors’ concern for the well-being of their customers. This is a great
way to encourage safe practices, persuade more people to shop
online and, ultimately, increase the retailers’ revenues.
Steps Retailers Can Take to Minimize Risk Posed by
Lookalike Domains with Let’s Encrypt Certificates
Online retailers can take action to minimize the risk posed by
suspicious, lookalike domains. Depending on the scenario, they can
follow any number of these recommendations:
Search for and report suspicious lookalike domains using
Google Safe Browsing or a similar tool. The No. 1 thing to do
whenever you discover a suspicious domain/phishing website is to
report it to Google Safe Browsing. According to Venafi research,
leveraging the power of Google Safe Browsing is the quickest and
most comprehensive way to counteract the perils of a suspicious
domains. Because certificate authorities (CAs) are limited in the way
they can respond to certificates they have issued, you have a better
chance of action by reaching out to the browser vendors themselves.
Google Safe Browsing is an industry anti-phishing service that
searches for phishing websites and blacklists them. Most major
browsers—including Chrome, Firefox, Safari and Opera—take
advantage of the blacklist option provided by Google Safe Browsing.
You can check the status of a given domain through the Google Safe
Browsing Transparency Report page. To report a potential phishing
domain that may not be listed yet, go to the Google Safe Browsing
Report Phishing Page.
Microsoft Internet Explorer and Edge use Microsoft SmartScreen
for the same purpose as Google Safe Browsing. To report potential
phishing to Microsoft SmartScreen in IE and Edge on a Windows OS
computer, do the following:
• In Windows Internet Explorer 11, click on Tools in the menu bar,
select “Report website problems” and complete the form.
• In Microsoft Edge, click the three dots in the upper-right corner,
select “Send feedback,” followed by “Report unsafe site.”
• In addition, both MacOS browsers (Safari and Opera) use these
phishing repositories:
• https://toolbar.netcraft.com/report_url.
• https://www.phishtank.com/l.
www.venafi.com
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Report suspicious lookalike domains to the CA.
Suspicious domains can use certificates from any CA. If you can prove
that a given lookalike domain is a phishing website masquerading as
your own, contact the CA directly with a cease-and-desist order from
your legal counsel, along with screenshots showing the similarities
between your website and the phishing website as proof.
Here is contact information for some of the more popular CAs,
including Let’s Encrypt:
• Let’s Encrypt Certificate Problem Report:
cert-prob-reports@letsencrypt.org.
• Entrust Datacard verification:
ECS.verification@entrustdatacard.com,
(866) 267-9297 (North America only).
• DigiCert support: support@digicert.com, (801) 701-9600.
Because you don’t own the suspicious domain, you have limited
recourse in getting a CA to revoke that domain’s certificate. However,
it’s an important early step, particularly if you are confronted with an
obvious phishing site that has scammed your customers.
Report suspicious lookalike domains to the domain registrar.
Go to Whois.net to find the registrar that registered the suspicious
domain. Once you find it, then go to that domain registrar and fill out
an abuse report that names the lookalike domain and provide evidence
that it’s being used for illegal purposes.
Here are the URLs to file abuse reports with a few of the more popular
domain registrars:
• GoDaddy: https://supportcenter.godaddy.com/AbuseReport
• Tucows: https://www.tucowsdomains.com/abuseform/?complaint=phishing)
• Name.com https://www.name.com/abuse
• Namecheap: https://support.namecheap.com/index.php?/Tickets/
Submit
• HostGator: https://support.hostgator.com/articles/pre-sales-policies/
where-can-i-report-abuse-and-or-spamming
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Report suspicious lookalike domains to the Anti-Phishing
Working Group (APWG). The APWG is an international voluntary
organization that focuses on limiting cybercrime perpetrated through
phishing. You can report a suspicious domain (or phishing email
related to the lookalike domain) at https://www.antiphishing.org/
report-phishing/ or via email to reportphishing@apwg.org.
Add Certificate Authority Authorization (CAA) to the DNS
records of your domains and subdomains. CAA is a methodology
that lets organizations say which CAs they use for certificate
issuance. It is an extension of the domain’s DNS record, supporting
property tags that let participating CAs know that the domain name
owner obtains its certificates from specific sources. For example, if
an organization names a specific CA like Comodo, the CAA lets other
CAs know that any attempt to obtain certificates for that domain is
invalid and should not be issued.
Because CAA is a relatively new framework, its utility is limited.
Because it currently only works with CAA-compliant CAs, threat
actors can easily get fraudulent certificates from non-compliant CAs
and spoof domains, just as they have in the past. However, as CAs
increasingly adopt the CAA framework, the benefit of adding it to
your DNS records will increase over time.
Use a copyright infringement software package to search for
suspicious domains. If you already use copyright infringement
software to stop unauthorized use of your logo or brand, check to see
if it also provides anti-phishing functionalities. Many of these software
packages seek out and compile suspicious domains that, because
they are mimicking your website, fall under copyright infringement
and may be shut down through legal action based on the Digital
Millennium Copyright Act (DMCA).
Use a security solution for a more comprehensive search.
Most of the recommendations above address what to do once you’ve
discovered a lookalike domain that abuses your brand for phishing.
But how do you find these sites? As mentioned, the copyright
infringement software can help with this. However, organizations
benefit when they approach the search from a security perspective,
not just a copyright standpoint.
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Ask Venafi for help. Venafi provides you with visibility into
suspicious, lookalike domains that could be phishing websites
threatening your retail business. You simply enter the domain you
want protected. Venafi then uses multiple sources that scour the
internet to find lookalike domains. Our automation capabilities
catch commonly used URL phishing tricks—such as homophones,
homoglyphs and punycode—and automatically places them onto
a blacklist.
With Venafi, you can also enforce CA policies. Often when
organizations are compromised, an attacker creates a subdomain
using a different CA that is not in use by the organization (such as
Let’s Encrypt). Using Venafi, a policy can be set to issue a notification
any time a certificate is issued by an untrusted CA.
With all of these mechanisms, Venafi provides information on
remediation options, so customers know their options for next steps.
Venafi can protect your domains, machine identities and brand—
essentials for online retail success.
For more information, contact Venafi at: https://www.venafi.com/
contact-us.
TRUSTED BY THE TOP
5 OF 5 Top U.S. Health Insurers
5 OF 5 Top U.S. Airlines
4 OF 5 Top U.S. Retailers
4 OF 5 Top U.S. Banks
4 OF 5 Top U.K. Banks
4 OF 5 Top S. African Banks
3 OF 5 Top AU Banks
ABOUT VENAFI

Venafi is the cybersecurity market leader in machine
identity protection, securing the cryptographic keys
and digital certificates on which every business and
government depends to deliver safe machine-to-machine
communication. Organizations use Venafi key and certificate
security to protect communications, commerce, critical
systems and data, and mobile and user access.
To learn more, visit www.venafi.com
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