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INTRODUCTION
If you ask chief information security officers (CISOs) about the strategies they’ve put in place to protect human
identities in their environment, chances are they’ll give you a clear and detailed answer about the measures
they’ve taken. When it comes to protecting machine identities, however, some CISOs may not even be fully aware
of the risks they need to manage, let alone the best practices for doing so. Given all the competing priorities
CISOs are already juggling and often limited resources they have to defend their organization, how can they
navigate this comparatively new learning curve?
With generous support from Venafi, we asked eight security experts the following question:
What advice would you give to a CISO who wants to protect machine identities at the same level as human
identities?
In talking with security leaders from a range of industries, it’s clear that CISOs must first learn about the
full range of machine identities that exist in their environment. Then they must address the challenge of
managing and protecting these identities throughout their lifecycles, at scale. And crucially, CISOs need the right
combination of tools and processes to accomplish this goal.
The essays in this eBook offer practical strategies, advice and examples that highlight different approaches
to protecting machine identities. In doing so, they explain how CISOs can bring their existing level of machine
identity management in line with the level of protection they already provide for human identities. Anyone who
needs to learn about how to better ensure proper machine identity management will benefit from the insights
these professionals offer.

All the best,
David Rogelberg
Editor
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FOREWORD
In this time of accelerating change and unexpected business demands, the success of every digital
transformation effort depends on how well we balance speed, agility and consistency with security. This is
especially true as we transition to more workloads to the cloud and deploy IoT devices across our networks.
Without a perimeter, identity has become the foundation of network security because there are two actors
on every network: people and machines. People use usernames and passwords to identify themselves so
they can get access to data and services. Machines must also identify and authenticate themselves to other
machines, but instead of usernames and passwords, they rely on machine identities.
The number and type of machines on every network is growing exponentially. These machines rely on
machine identities to keep private communications secure and protect sensitive data. However, if the
identities of every machine are not protected with the same care used to protect human identities, security
and operational risks increase significantly.

Venafi is the cybersecurity
market leader in machine identity
management, securing machineto-machine connections and
communications.
Venafi protects machine identities
by automating the management and
security of cryptographic keys and
digital certificates for SSL/TLS, SSH,
mobile and code signing.
Venafi provides the global visibility,

We created this Mighty Guide to share insights from eight CISOs on why and how organizations are

intelligence and automation of

making machine identity management programs a top concern. These CISOs share why they’ve invested in

machine identities across the extended

machine-identities-as-a-service to reduce risk and remove operational roadblocks, including outages from

enterprise—on premises, mobile,

expired certificates.

virtual, cloud and IoT—necessary to

It’s especially important in times of dramatic change to share our insights and ideas with our community. In

eliminate certificate outages and

that spirit, I’d like to thank all the experts who took time to share their unique insights and experiences in this
book.

reduce critical security risks. For more
information, visit www.venafi.com.

I also hope the conversations in this eBook change the way you think about managing and protecting the
machine identities your business depends on.

Best regards,

Kevin Bocek
Vice President of Security Strategy and Threat Intelligence
Venafi
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“Can you identify what you’re allowing to
talk to the other technologies within your
organization?”

Billy Spears,
Executive Vice President &
CISO, loanDepot

Mr. Spears is an award-winning industry
respected CISO, author, speaker, and
podcast host. He earned his reputation over
two decades of building and transforming
cybersecurity and privacy programs within
the federal government, private- and publicsector global organizations. Billy is an effective
executive leader who earns trusted
business partnerships and is passionate about
architecting strategic solutions, enabling
resilience and incorporating core principles that
drive transformation. Mr. Spears believes in
raising awareness, influencing positive change

A Simple Approach to Machine Identity Protection Is Best
Billy Spears believes implementing effective machine identity management begins,
first and foremost, with understanding how machine identities authenticate
machine-to-machine communication. “I think it’s important for CISOs to grasp the
concept of machines talking to machines versus the traditional way that we manage
access, which is people connecting to machines,” he explains. “Can you identify what
you’re allowing to talk to the other technologies within your organization? Because if
you can’t, it’s a very scary situation.”
That said, it’s possible to improve your machine identity management and
protection. According to Spears, “It’s pretty simple to solve. It just takes a little bit
of effort and focus over a defined period of time.” He recommends beginning with
an inventory of machine identities in your environment, cautioning that you may
be in for a rude awakening at first. “It’s typically alarming to find out the number of
the volume of identities in your environment,” he warns. “Lots of CISOs will pick a
number, and when they actually run the test and see the volume, it’s typically a whole
lot more than they expected.”

and using forward-thinking methods to lead
innovation.
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Once you know what kinds of machine
“An automated solution can read through this ocean of data,
identities exist in your organization and
detecting the anomalies and even recognizing the possibility
where they live, it’s time to decide how
of a machine identity-based breach before it occurs.”
you’re going to manage and protect them.
“Are you going to put the certificates
directly on the machine? Are you going to do that through a third-party solution? Are you going to enforce the policies through the
machine identities? I think you should,” says Spears. “Then you have to think about deep provisioning and not that constant cycle of
requesting access and then making that decision of whether or not you’re going to approve or reject a request.”
Automation can make a difference in effectively managing and protecting machine identities, particularly at scale. “Once you have
everything provisioned, you must continually gather intelligence from the machine identities across your network, and then you have to
automate the lifecycle. Automation is the key to overcoming risk,” he says. “You let machines understand other machines. The evolution
of this approach becomes more proactive than reactive, and it leverages the technology that you’ve deployed across your environment.
An automated solution can read through this ocean of data, detecting the anomalies and even recognizing the possibility of a machine
identity-based breach before it occurs. In addition, you can certainly stop outages and things like that.”
Automated machine identity management tools can even be beneficial in a software development context. “Depending on how you’re
connecting these types of things to your development environment, you definitely get closer and closer to developing a more protected
infrastructure than reactively adjusting to protect that infrastructure that’s already connected,” Spears adds.
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Ultimately, Spears feels that CISOs should take a simple approach to machine identity protection and management and not be afraid to
ask questions when getting up to speed on the subject. “I think we just need to make it simple. If it’s overly technical, I don’t think we’re
going to get to home base,” he says.
“CISOs all come from different backgrounds. It’s okay not to know everything about everything. That’s why I think avenues or vertical
channels like Mighty Guides are very helpful. You can become well versed on a topic or at least get deep enough to where you can ask
the right questions. And that’s what I would tell everybody: Just ask. Network with other CISOs. We’ve got to get a hold on this thing.
Just because it’s overwhelming doesn’t mean it’s not important.”

KEY POINTS

1

For CISOs to effectively protect machine identities in their
environment, they must first understand how machine identities authenticate machine-to-machine communication.

2

Automation is key to overcoming machine identity risks.
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“The reality is that machine identity security threats
already exist. It’s not just a theory.”

Effectively Securing Machine Identities with Automated
Solutions
John Graham believes that it’s crucial for his fellow CISOs to prioritize machine
identity management now. “The reality is that machine identity security threats
already exist. It’s not just a theory,” he says. “We all have to understand that machine
identities have already been compromised and used for malicious activity within
companies. These forms of attack are going to become more pervasive.” While
plenty of sophisticated and effective solutions are on the market to protect human
identities, CISOs may not know that they have robust options to protect machine
identities. Unfortunately, while CISOs get up to speed on this rapidly evolving
threat, opportunistic criminals are increasingly targeting weakly managed machine
identities.
Why are CISOs behind the curve when it comes to addressing this business
risk? For starters, many organizations are in the middle of digital transformation
initiatives, moving their operations from on-premises data centers to the cloud or
adopting hybrid computing models. While they’ve been preoccupied with these
changes, Graham points out that they are missing a key security risk. “They haven’t
yet figured out that the cloud technology and the automation underpinning it is
leveraging machine identities and not necessarily human identities.”

John Graham,
Global CISO,
EBSCO
As the Global CISO at EBSCO, John Graham
provides leadership across a diverse portfolio of
businesses balancing risk with controls. John
has a deep technical background that includes
enterprise architecture, cloud computing,
networking, IPS, relational database and Unix. He
prides himself on balancing business strategy
with appropriate controls. His professional
certifications have included CISA, CISM, CISSP
and CRISC, which complement more than 20
years’ experience in technology and business.
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At the same time, development teams
“You have to know the landscape and the usage of all
are also leveraging automation to
machine identities within your environment.”
create new websites and applications
without any human touch. “All of these
initiatives leverage machine identities for
authentication, and security teams are just starting to figure out that’s where all of it is happening,” he notes.
So how can CISOs get a better handle on machine identity management? According to Graham, “The very first piece you have to gain is
visibility. You have to know the landscape and the usage of all machine identities within your environment.” CISOs can accomplish this
task in one of two ways. “One is inquiry based, where you might send the development team a survey with questions like, ‘Are you using
certificates?’ and hopefully you get accurate answers back.” But Graham believes there’s a more efficient and scalable approach that he
recommends CISOs to consider. “I would recommend a systemic approach in which CISOs use some type of data mining technology to
inventory all of the certificates through automation. This is where some of the powerful software solutions that are out there can really
help us.”
Once you’ve discovered all of the machine identities in your environment, Graham points out that you have to be able to validate them.
“You need to know whether they’re real or malicious or fraudulent. Once you’ve done that, you’re in a position to create a management
structure so that when new machine identities are created or old ones are deprecated, you have a plan for managing them going
forward.”
As you do this, it’s wise to make sure that you’re not creating extra work for developers. “We have to build a solution that fits into the
development team’s model and their toolsets so that we’re not actually creating extra steps that they have to go through,” he explains.
“It needs to be a part of their process and nonintrusive from their perspective. If it’s possible to make the solution add value, then that’s
even better. If there’s some value that the development teams or the business gets out of the management piece, then you’ve hit a
home run because they’re going to adopt the concepts or the solution that you set up.”
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Ultimately, Graham feels that CISOs have a terrific opportunity to strengthen their security posture by tackling the issue of
machine identity management today. By leveraging smart, strategic solutions to protect the multitude of machine identities in their
environments, security professionals can ideally position their businesses to maximize the advantages that the cloud offers while
minimizing risk. In doing so, CISOs improve security for the entire organization.

KEY POINTS

1

As they digitally transform their businesses, many CISOs are
behind the curve on machine identity security.

2

CISOs can protect their environment with smart, efficient machine identity management solutions that enable rather than
hinder.
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“Find out how the systems authenticate against
each other—and make that method part of your
core procurement requirements.”

Paul Vincent,
Director,
Cyber Security Ltd
Paul has held a variety of cyber strategy and
operational leadership roles for organizations
considered UK Critical National Infrastructure
(BP, Visa Europe, Citigroup and Lloyds Bank).
He is currently the director of Cyber Security
Ltd and holds the position of director of IT
cyber security at Lloyds Banking Group, the
leading UK provider of current accounts, loans,
credit cards and mortgages, protecting over 30
million customers and 10 million active digital
users via internet and mobile banking. His team
deploys and operates all the cyber security
technology that protects the organization. His
ambition is to run a world class cyber security
function at a high value to cost ratio. He wants
every member of his team to love working in
our exciting and challenging area and he tries to
help them become what they aspire to be, both
personally and professionally.

To Protect Machine Identities, Create Seamless Processes
Paul Vincent knows from experience that machine identity protection and
management is a difficult challenge for (CISOs) overseeing legacy infrastructure.
“In large organizations such as the ones that I work in, typically there are over
500,000 machine identities that systems use to authenticate each other,” he says.
“For example, infrastructure, applications and web services all need to authenticate
themselves to data stores and this requires careful management. ... The problem
is, it’s difficult to dynamically change the credentials that underpin these identities
unless the applications that rely on them have been coded to support that change
to happen,” Vincent adds.
Addressing these issues in a legacy environment can be an uphill battle, to say
the least. “When you’ve got more than half a million system credentials over an
estate that maybe has been built up over the last 40 or 50 years with potentially
80,000 or 90,000 servers and 4,000 different applications split among numerous
business units, it’s actually an extremely difficult problem to fix,” Vincent says. For
this reason, CISOs confronting the challenges associated with protecting machine
identities in a legacy environment especially need an automated solution that helps
address the problem at the proper scale.
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Vincent cautions that even CISOs who
“You need to embrace the DevSecOps mentality to make it
are free of this legacy headache can
extremely easy—which requires high levels of automation,
still end up running into similarly painful
preferably end to end.”
obstacles, even while implementing new
enterprise systems. “It is surprising that
even newer technology can rely upon ‘baked-in’ credentials with applications that do not support dynamic credential rotation. Even
more worrying is the fact that some security products are in the same position, solving one security issue but causing another.
Plowing considerable resources into remediating legacy applications while allowing new technology to introduce the very same issue
seems an exercise in futility. We shouldn’t be introducing the same problem for new services. It’s time to demand vendors take this
more seriously,” he says.
For this reason, Vincent believes CISOs should perform due diligence when evaluating new technologies because even those solutions
may inadvertently end up creating even more machine identity problems. “Find out how the systems authenticate against each other, and
make that method part of your core procurement requirements,” he recommends. “It requires detailed knowledge of the product you are
procuring, but it’s all too easy to overlook this issue until the late stages of deployment—at which point it is too late.”
Vincent also advises CISOs who are just starting on their journey to stronger machine identity protection and management to begin by
triaging the situation and creating seamless processes that are easy for users to adopt. “If you’ve got a legacy environment, you need
to work out how you are going to stop the bleeding and how you’re going to make deploying new services easy for developers. If you
make things difficult, then people will try and find ways not to do it,” he warns. “You need to embrace the DevSecOps mentality to make
it extremely easy—which requires high levels of automation, preferably end to end. That’s what we do as part of what we internally call
our bakery model. You bake a new server, it automatically gets a certificate that acts as a machine identity, and it gets installed on the
server at the point of creation. You’ve got to scale machine identities, you’ve got to automate them, and you’ve got to make all of it
mandatory from a policy point of view as well as from a coding perspective, so it all happens seamlessly.”
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Once you’ve built a pilot or proof-of-concept environment, it’s wise to bring in penetration testers to try and circumvent system-tosystem authentication. “This is your key to getting it right,” Vincent says. “Once you’ve gotten it right and you have a secure way of doing
this, then you just need to repeat it in an automated way,” he adds. With an automated, intuitive process in place, you can go a long way
toward improving machine identity protection and management at your organization. “As an added bonus, audit teams only need to test
the process and sample test the output from the bakery,” he says.

KEY POINTS

1

CISOs overseeing legacy environments face uniquely
painful headaches when it comes to machine identity
management and protection.

2

To successfully manage and protect machine identities, create
efficient automated processes that make building new secure
infrastructure easy, repeatable and consistent.
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“You can’t talk about the security of your systems if you
don’t have good situational awareness as to what these
identities are and how they’re accessed.”

The Two Sides of the Machine Identity Management Coin
According to Shawn Irving, CISOs need the right tools to properly protect
and manage machine identities. For starters, he says, “You have to efficiently
manage a large number of machine identities. You also have to keep up
with what they are, where they’re deployed, how long they’re valid and when
they need to be revoked.” Even so, a lot of companies still try to manage
their portfolio of machine identities using rudimentary tools like an Excel
spreadsheet. “That wouldn’t work for your user population, and it won’t work for
your machine identity population,” he argues.
Whether CISOs might realize it or not, failing to adequately manage and protect
machine identities poses a serious security risk to the organization. “Not
knowing and not having visibility about your population of machine identities is
analogous to not knowing or having any idea who has user IDs and passwords
for the systems on your network,” Irving explains. “You can’t talk about the
security of your systems if you don’t have good situational awareness as to
what these identities are and how they’re accessed.”

Shawn Irving,
CISO, Ferguson plc

Mr. Irving serves as Vice President and CISO for
Ferguson plc. Ferguson plc is the world’s leading
specialist distributor of plumbing and heating
products. At Ferguson, Mr. Irving has global
responsibility for information security architecture,
engineering, operations, governance/compliance, and
cyber threat detection/prevention/response. Mr. Irving
has held various roles leading InfoSec and technology
audit teams during his professional career, serving at
Comerica Bank, Sabre Corporate, American Airlines,
Brinker International, Southwest Airlines and Michaels
Companies.
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“You should scan your landscape to determine where

To gain that awareness, you must
these machine identities live and start to pull them
first understand how your systems
together into an inventory that you can add context to.”
interconnect and then find out where
you’re currently issuing certificates,
whether that’s from a public certificate authority or a private one. From there, Irving says, “You should scan your landscape to determine
where these machine identities live and start to pull them together into an inventory that you can add context to.” Machine identity
management solutions can assist with automatically gathering the inventory of your certificates, including the various attributes that
define them. With a complete inventory in place, it’s much easier to avoid the outages that result from certificates that unexpectedly expire.
As Irving sees it, avoiding business disruption is not the only goal CISOs should keep in mind when it comes to protecting machine
identities. “When I talk about the benefits of implementing a system to manage machine identities, I really talk about that in the context
of access and authorization,” he explains. “But the hijack or misuse of a machine identity by an unauthorized user is just as valid and
probably more pervasively problematic,” he adds. “So, I think it’s important to consider both sides of the coin. I mean, you wouldn’t buy a
user identity management system solely for the purpose of being able to identify when people’s passwords are going to expire. You can
anticipate that someone’s password is going to expire well in advance of when it becomes a problem, but that’s just one reason why you
care about that identity. The bigger question is what does that identity represent and what access does it provide into your environment?”
For this reason, Irving says, it’s important for CISOs to understand that “it’s really about the broader identity—the life of every
machine identity from cradle to grave.” Although many companies adopt a machine identity management solution because they’re
chiefly concerned about the business impact of expiring certificates, more of them are beginning to recognize that machine identity
management should be a priority from a security standpoint as well.

KEY POINTS

1

CISOs cannot properly manage or protect machine
identities across a distributed enterprise environment
using rudimentary tools.

2

Although businesses most often worry about outages
caused by expiring certificates, they should treat machine
identity management as a security priority too.
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“You really should treat machine identity
management very similarly to the way you
handle your human identity and access
management program.”

Steve Jordan,
SVP/Head of Information
Protection Technologies,
Wells Fargo & Company
Steve is an information security professional
with over 30 years of experience. He retired
from the US Navy after 20 years in the Naval
Security Group. He subsequently held positions
at Syracuse Research Corporation and Hughes
Network Systems. In 2006 Steve joined Wells
Fargo and has led various information security
technology teams. He currently leads the
Information Protection Technologies team
providing encryption and risk management
solutions to the enterprise.

Machine Identity Management Requires Robust Tools and
Processes
Stephen Jordan believes that CISOs should include machine identity protection as
part of a comprehensive identity management strategy. “You really should treat
machine identity management very similarly to the way you handle your human
identity and access management program,” he points out. For this reason, it’s
essential to create a robust identity management structure to protect machine
identities in your environment in the same way you would protect human identities.
“You want to vet your machine identities to make sure that you know they are
appropriate and should be on your network. Then you need to provision them with
the authentication credentials that they use when interacting with other machines,”
he adds.
According to Jordan, this approach aligns well with the zero-trust architecture
model that has gained greater traction as organizations have shifted their
mission-critical business applications and infrastructure to the public cloud.
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“Zero-trust architectures, or zero-trust
“If a machine is starting to act maliciously or if there has
models, are fundamentally the opposite
been a compromise, you want to be able to very quickly
of the traditional model,” he explains.
revoke those certificates and credentials.”
“The traditional model is that you trust
everything inside your network and then
put in mechanisms to verify or validate anything coming in from the outside, but that model doesn’t work very well now. We’ve got cloud
adoption, plus the vanishing perimeter, as well as bring-your-own-device programs and things like that. With the zero-trust model, you
lock everything down, and then you only open certain things up for those people and machines that have been properly authenticated
and authorized for the consumption of that specific service.”
Achieving a higher standard of machine identity management is critical to implementing a zero-trust approach, and Jordan has a few
key recommendations for CISOs on how to move toward this goal. “First, you’ve got to have a mechanism for identifying what’s on the
network and being able to see all of the machines that are connecting and interacting with each other from a credential standpoint,”
he begins. “Visibility into what’s going on within the network is a critical component that is foundational to any information security
program because so many other factors rely on that.”
Once you’ve identified the machine identities in your environment, the second step is to establish what normal behavior looks like so
it’s easier to spot anomalous behavior. “You’ve got to have monitoring in place to be able to know if a machine is misbehaving,” he
adds. “For example, maybe you see you’ve got a multifunction printer on the network and all of a sudden that printer is trying to make a
connection to China. That’s probably not normal behavior, but you’d have to have monitoring in place to be able to detect that.”
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Just detecting suspicious behavior isn’t enough, of course. “You also need to make sure that you have a robust revocation process
in place as well,” he says. “If a machine is starting to act maliciously or if there has been a compromise, you want to be able to very
quickly revoke those certificates and credentials. A robust revocation process prevents an attacker that has compromised a machine
identity from being able to access the network or those services.”
Obviously, automated tools can help streamline these processes. “Tools that perform certificate automation are out there,” Jordan says.
“That automation is still relatively new in the industry compared with some of the other information security technologies, but they’ve
come a long way over the last four or five years. Some of these tools integrate with other automation tools now too. So, for example, you
could have a certificate management tool that integrates with your server build automation tools. As you’ve got your server automation
factory working to build those servers and get those deployed into the environment, you want to have a certificate management solution
that automatically communicates with the server build to provision trusted certificates as part of the build process in an automated
fashion. This gives you rapid deployment in a more secure fashion.”
CISOs must create a robust identity management structure to protect machine identities just as they would with human identities. To
do so, they need to establish visibility into the machine identities in their environment, the capability to establish baseline models for
normal behavior and monitoring tools to spot suspicious behavior. The task doesn’t end there, however. It’s equally essential to have a
solution in place to revoke and replace credentials in the event of a potential compromise.

KEY POINTS

1

CISOs should protect machine identities with the same robust
processes and tools that they use for human
identities.

2

Protecting machine identities supports the zero-trust
architecture increasingly being favored by CISOs as
organizations shift their operations to the public cloud.
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“With anything you do, you first need a well-thought-out
process. But without automation, it’s impossible to manage
machine identities.”

Machine Identity Management Is a Rapidly Growing Issue
Tim Callahan sees machine identity management as an issue of growing concern
that CISOs must address today. According to Callahan, “It’s more important and
sometimes harder to protect machines, so you need a very well thought out
process that regulates how machines identities are assigned and how they are
controlled.” He adds, “You must create an ecosystem that recognizes when a
machine touches the network and then deny it any type of network access unless it
has a bona fide identity.”
Callahan points out that several important drivers are behind the proliferation of
machine identities. “One of them is the Network Access Control discipline, or NAC,”
he notes. The increased popularity of telecommuting is also a factor. “When a lot
of your workforce is no longer within your conventional technology perimeter, you
need a good way to ensure that only the right people are accessing it. You must
have a process in which the humans authenticate to the machines in a multifactor
fashion and then the machines authenticate themselves to the network,” he adds.

Tim Callahan
SVP, Global CISO,
Aflac

Tim Callahan joined Aflac in 2014, bringing more
than 30 years of experience in information and
physical security, business resiliency and risk
management. He was promoted to his current
role in January 2016, where he is responsible
for directing Aflac’s global security strategy
and leading the information security, business
continuity and disaster recovery functions across
the company to prioritize security initiatives and
allocate resources based on appropriate risk
assessments.
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The rise of IoT devices, particularly in
“Before implementing any kind of tooling, you need to work
building control systems, makes it all
out the process for managing machine identities in your
the more urgent to confirm that only
environment.”
authorized devices are granted access to
the network. “If you captured one of those
devices, you could turn off systems that are vital to a business,” Callahan explains. “And, of course, you can extend that to life support
systems; an attacker could capture and turn off systems that are critical to maintaining life.”
Callahan believes CISOs should address these risks through the right combination of processes and tools. “With anything you do, you
first need a well-thought-out process. But without automation, it’s impossible to manage machine identities,” he says. Accordingly,
CISOs should make sure they have both elements well in hand. “Before implementing any kind of tooling, you need to work out the
process for managing machine identities in your environment. As part of that step, you’ll need to outline a good process to understand
the lifecycle involved.”
Once that step is complete, it’s time to generate a full inventory of machine identities in your environment. “You need to find out what
exists using some type of discovery mechanism. The discovery solution should work in conjunction with some type of access control
system so you can deny access if you don’t recognize the device,” he explains. For example, CISOs need to be able to detect when a
new certificate is issued on their network and then, through automation, confirm that the certificate is valid and trusted. If it’s not, they
need to be able to shut that certificate down through automation.
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It’s crucial to have these processes and tools in place in case threat intelligence highlights an event of potential concern. “If you get
some threat intelligence feed that talks about a particular type of certificate being compromised, you need to be able to inventory
rapidly and know whether you have that in your system or not,” Callahan notes. “Then, you need to be able to swap out that certificate
very quickly.”
Callahan believes this is an urgent issue for CISOs. “I really want to emphasize that manufacturing and robotics devices continue
to proliferate, and that makes machine identities a critical issue. If you’re going to control your environment, you have to control
the machine identities.” he says. With the right mix of processes and automated tools, CISOs can raise the bar on machine identity
management and better defend their businesses from growing security threats.

KEY POINTS

1

Machine identity management is an urgent priority CISOs must
address now.

2

CISOs must create a process to manage the entire machine
identity lifecycle and automate that process with the right
solutions.
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“Understanding what machines are in your
network is going to become paramount to
understanding the threat.”

Paul Haywood,
Group CISO,
BUPA
Paul Haywood is currently Group CISO at
BUPA, a global insurance and healthcare
provider. Prior to this Paul was vice
president of cybersecurity risk and
compliance at GE Capital incorporating
the offices of both the global CISO and
global chief technology risk officer. Paul’s
career has spanned all of the technology
disciplines. Paul is also an executive

Machine Identity Management Is Crucial to Effective Digital
Transformation
Paul Haywood thinks that because many organizations are focused on protecting
human identities, they’re unaware of the serious risks posed by machine identities.
“Because many organizations are still wrestling with the human identity problem,
they probably haven’t necessarily progressed to understanding how to address
machine identities,” he says. “I think it’s going to become an exponentially larger
problem going forward, when there’ll be more machines, more digitization, and
more digital transformation. And it’s a problem that, as technology and security
professionals, we need to start getting a better handle on. If you don’t solve this,
you have the potential for malware to be deployed in your landscape without your
knowledge.”

advisor to several significant security
technology organizations, advising on
strategy and product roadmap with a focus
on cybersecurity and risk management.
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To strengthen your machine identity
“If we make it easy to manage machine identities and
management, it’s important to first
the right approach becomes embedded in people’s digital
understand your landscape and the assets
transformation agendas, that will solve the problem.”
within it. “Understanding what machines
are in your network is paramount to
understanding the threat,” Haywood says. “The landscape goes beyond just physical assets. It also includes things like application code.
Code modules can run as machines too. You also need to understand that the code that is running is the right code. CISOs need to
understand what the development community is building. With the urgency of agile development, it’s become easier and easier to build
new assets and new machines on your network. However, those assets need to be understood and controlled as well.”
For Haywood, starting small and building out capacity to manage the lifecycle of your machine identities is the best way to tackle this
challenge. “First, understand the certificates on your important infrastructure and your important applications. Then start to manage
the lifecycles of those certificates,” he says. “That is a stepping-stone into discovering the keys and certificates used across your wider
organization. From there, you can define more use cases for the things on your network that you really want to understand.”
Automated tools can help CISOs effectively implement and manage these processes at scale. “There are various tools to discover
things like Secure Shell (SSH) keys and Transport Layer Security (TLS) certificates in your landscape. Those discovery tools can help
you start to ingest that information,” Haywood comments. “Along the way, you may discover a lot more SSH keys than you expected.
That’s not a bad thing, though, because it gives you the opportunity to start rationalizing and simplifying what you’ve found. You begin
to understand what is important and what isn’t.”
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With the right knowledge of machine identities, organizations can start to get ahead of the curve in their digital transformation programs.
“They need to start building firm foundations with a firm understanding,” Haywood advises. If we make it easy to manage machine
identities and the right approach becomes embedded in people’s digital transformation agendas, that will solve the problem.”

KEY POINTS

1

Many organizations have been so focused on protecting human
identities that they’re unaware of the risks posed by machine
identities.

2

By building smart machine identity management processes
into their digital transformation agendas, organizations can get
ahead of the curve.
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“The thought of allowing human identities to be created
without defined processes, procedures or governance is
not a possibility.”

To Protect Machine Identities, Learn Everything You Can
The way Terry Hamilton sees it, organizations don’t protect their machine
identities with nearly the same level of rigor as they use to protect human
identities. “Human identities are already foundational to existing enterprise
security, with well-established processes and procedures on how they are created,
maintained and removed,” he explains. “Human identities are also typically all
managed by a centralized team. The thought of allowing human identities to be
created without defined processes, procedures or governance is not a possibility.”
Machine identities, on the other hand, are often not managed at all. Or they’re
managed by multiple sources using processes that are not yet mature.
With the transition to cloud computing, containerization and serverless
computing, it has become far more important to protect machine identities. “Now
that we are using a whole range of different technologies that depend on machine
identities, our attack surface is a lot bigger,” Hamilton notes. If you have a current
or future need to proactively manage machine identities, he recommends that you
start preparing now.

Terry Hamilton,
Head Of Security Infrastructure Protection,
National Australia Bank Limited
Terry Hamilton is a finance professional with
more than 35 years’ experience across many
disciplines, including 15 years specializing in
IT security. Terry’s IT security roles spanned
security architecture, privacy and outreach, to
acting CISO at Australia’s largest bank CBA,
and he is currently Head of Infrastructure
Protection at National Australia Bank, with
accountability for certificate management.
Terry is also a member of the Venafi
customer advisory board.
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If you’re just dipping a toe in the water,
Hamilton recommends reading more in
“We’ve all got a lot of learning to do.”
depth about the topic and ascertaining
the risk profile of machine identities to
your organization. “You will need to start
mapping a comprehensive plan for how you’re going to manage it now or make a decision that you’re going to buy remediation in the
future if you don’t act now,” he says, adding that it’s inevitable that all CISOs will have to protect their machine identities.
With that in mind, determine the architecture and framework you are going to adopt once you move forward with your plan—what you
are going to manage first, where you are going to start and how you are going to deliver machine identities-as-a-service. “Create a clear
rationale for the requirement of additional uplift to protect your machine identities and understand the risk,” he says. “You should also
ensure that the investment you make is commensurate with the risks, and this should be clearly articulated and justifiable.”
In some respects, this approach is similar to the way CISOs manage human identities. “I would be surprised if there are organizations
that don’t have a well-oiled machine and process to onboard a human nowadays,” he says. “So, my thinking there is to take this
conceptual view and understand the elements of the human identity process that apply when I’m onboarding a machine identity. Can
I use the same framework to help guide me in my next steps?” he asks, adding, “There’s a people-process-technology lens to all these
initiatives. You don’t just buy a tool and you’re done. You’ve got to wrap a complete process and procedure around it.”
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That said, machine identities have unique challenges. “One key challenge is the volume of machine identity provisioning versus the
volume of human identity provisioning. An average small business might hire a couple of people a month, but if they’re in the DevOps
space and doing a lot of development work, they might create a new machine identity every hour,” Hamilton explains. “Developers are
using processes and building new applications, microservices, containers, et cetera, and they all need unique identities. The volume of
machine identities will be far greater, and it’s imperative to have that process as automated and frictionless as possible.”
No matter how carefully CISOs are protecting machine identities today, they must still place a top priority on learning more about the
topic going forward. “The challenge is that none of us knows enough about machine identities right now,” Hamilton says. “We’ve all got
a lot of learning to do. If we don’t understand the topic and we can’t cross reference it to the real risks to our organizations, then we
can’t quantify why we need to invest in it,” he adds. For that reason, CISOs who continuously educate themselves on machine identities
will be in the best position to protect their organizations.

KEY POINTS

1

Organizations are not protecting machine identities with
the same level of rigor they use for human identities.

2

To effectively protect their machine identities, CISOs must
learn as much as they can about the topic now and going
forward.
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Gartner Technology
Insight for X.509
Certificate Management
According to Gartner, “Security and risk
management leaders are often unaware of
the scope or status of their X.509 certificate
deployments. As certificate scope expands to
devices, containers and the IoT, they will need to
use automated certificate management to avert
system outages and gain operational efficiencies.”
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