Tales of
3 Clouds:

How Venafi Helps
Organizations with
Digital Transformation

Introduction
Digital transformation is reshaping our connected world.
Companies are moving to public cloud providers such as Amazon
AWS, Microsoft Azure and Google Cloud Platform (GCP). To leverage
the public cloud they are also increasing usage of containers and
container orchestration solutions like Kubernetes and OpenShift.
According to the RightScale 2019 State of the Cloud Report, 91% of
businesses are already using public cloud in their IT environments.
Organizations can use public cloud in multiple ways. Most
commonly, they use it to migrate large chunks of IT infrastructure
from their data centers. Cloud migration offers users advantages in
cost savings (both OPEX and CAPEX), elasticity to respond to spikes
in traffic and container-ready environments for developers to
quickly build and deliver services that improve business outcomes.
It’s no surprise then that organizations are eager to move large
portions of their enterprise environments to AWS, Azure and
GCP. However, cloud migration comes with complexities—most
obviously the unprecedented rise in software-defined networks
and in the numbers and types of machines being used to drive
cloud-centric digital transformation initiatives. As organizations
redefine their networks, they are also redefining the concept of
machine—from traditional PCs and servers to:
• Cloud instances
• Mobile devices
• IoT devices
• Websites
• Serverless applications and microservices
• APIs and SDKs
• Container orchestration (e.g., Kubernetes and OpenShift)
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Unlike people, who authenticate themselves through usernames,
passwords and multifactor authentication to gain access to data
and services, machines rely on TLS, SSH and code signing keys
and certificates to identify and authenticate themselves to any
other machine they connect with. As a result, machine identity
management, which ensures these secure communications, is
a foundational component of effective cloud security. Without
the ability to maintain visibility into machine identities, let
alone the ability to automate the processes that secure them,
organizations put themselves at risk for outages and a host
of security-related breaches that negate the many business
benefits promised by cloud migration.
Yet machine identity management in the cloud is significantly
more complicated than it is on-premises. Putting aside the
sheer number of machines that need to be protected, every
machine must interact with hundreds, if not thousands, of other
containers, services, machines and platforms, many of which
may belong to third parties—and all of these machines have
wildly varying lifespans and integration methods.
For enterprises, many of these initiatives are just starting to
move from proof of concept (POC) to production deployment.
As this happens, enterprises are realizing that what may have
worked well in the POC may not work as well in production.
For example, open source solutions may not meet enterprise
requirements around compliance and commercially available
support. In addition, these teams may not have taken into
account enterprise security policy.
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How Do You Migrate
Safely to the Cloud?
First things first: Traditional ways of tracking and managing
machine identities—like databases, dashboards supplied by
various certificate authorities (CAs) and tools provided by cloud
vendors—don’t cut it for effective and reliable machine identity
management. Even if you plan to stick exclusively with one
of the big three cloud providers (and few companies do), you
need a cloud-agnostic machine identity management solution
that gives you the visibility, intelligence and turnkey automation
that cloud vendor-specific tools simply cannot provide (and fail
to guarantee).
Despite the added complexities involved, many of the
largest, most security-conscious organizations have already
successfully migrated their IT infrastructures to AWS, Azure
and GCP—while ensuring a foundation of trust for their
machine identities. These customers recognized from the getgo that that in order to use use the cloud to deliver business
objectives, they needed to have an effective machine identity
management strategy in place.
How did they do it? Allow us to present three migration tales—
one for each of the top three cloud providers.
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A Tale of
AWS Cloud
A fast-growing information services company saw that their
services business had great growth potential, but they were
reluctant to purchase more data center hardware and related
capital expenditures because of the costs involved. They wanted
to be able to scale easily in either direction, depending on
the success of their rollout of one of their more popular video
services. Moving that part of their environment to AWS seemed
like the ideal solution, giving them the flexibility they needed to
test—and ideally grow—this portion of their business.
In order to do this, however, they needed to rearchitect their
traditional applications into microservices to spin up the
service and then decommission them once it was over. They
were using Kubernetes for the on-demand containers that
would be used to deploy the applications. But they were
running into problems requesting and automating the lifecycle
of the TLS certificates they needed to secure the machine
identities of a multitude of containers.
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Developers had been requesting certificates directly from
Amazon, but the InfoSec team quickly realized that this would
create complications, given that, according to company policy,
Amazon was not an authorized CA. The InfoSec team needed a
way to make it easy for developers to easily request certificates
from authorized CAs without affecting speed or efficiency. And
the InfoSec team also needed this to happen in a way that didn’t
force every member of the InfoSec team to learn the APIs of
every approved CA in order to manage these processes in a
secure fashion.
By offering one CA-agnostic platform, Venafi enabled the InfoSec
team to configure one set of APIs that would work with every
CA they wanted to use—including Amazon’s internal CA should
they decide to include them in their authorized CA list in the
future. The developers were able to procure and renew TLS
machine identities as easily as they did before without putting
the organization at risk—no additional steps needed.
Even better: The InfoSec team now had visibility into what the
developers were doing with certificates, so they could monitor
their machine identity inventory without interfering in DevOps
processes. In fact, they were so pleased with the Venafi machine
identity management solution that the InfoSec team referred to
Venafi as “the connective tissue holding everything together!”
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A Tale of
Azure Cloud
Since its inception, this large manufacturing company has
grown into a Fortune 500 behemoth through their targeted
acquisitions of smaller companies. But this strategy—once a
common means of growing for many companies—has become a
more onerous undertaking as digital transformation accelerates.
After all, when you acquire a smaller company, you’re acquiring
its unique IT infrastructure. This infrastructure must be
absorbed and integrated into the main company’s environment
without putting either company at risk. This can be a potential
nightmare so significant that it may even completely negate
other business values.
So, this company decided to migrate all acquired companies’
IT into Azure, where it would then be aligned with the parent
company’s environment. To make this initiative work, the
parent company needed assurance that the destination Azure
installation was secured and properly managed. The goal of this
approach was to ensure that all assets coming from an acquired
company would integrate into the parent company’s assets and
work safely.
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To make this approach work, the manufacturing company knew
they needed the ability to proactively and securely manage all
machine identities—regardless of whether they were defined
through TLS certificates, SSH keys or code signing keys. This
strategy would assure a foundational level of safety and trust
across the entire Azure environment, no matter from where
the infrastructure originated. Fortunately, the company had
used Venafi for years to manage machine identities in their
on-premises environment, and they knew we could help the
company do the same in Azure.
Venafi has built hundreds of integrations, for both hardwareand software-defined load balancers, APIs, agents and more—
so that workloads and services migrating into Azure can be
trusted. And Venafi was able to accomplish this in such an
intuitive way that the company’s CISO joked: “With Venafi, it’s
just plug-and-play!”
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A Tale of
GCP Cloud
A Fortune 50 financial services company started to migrate
the majority of its application development, including most of
its business logic, to GCP. They decided to go with GCP because
Google’s new private CA is a managed offering, where the
customer no longer has to dedicate additional resources to keep
it up to date.
But to be successful with this migration, the company needed to
solve three challenges:
1. Standardize methods of secrets management using
HashiCorp Vault within Google Kubernetes Engine (GKE)
2. Natively manage TLS certificate lifecycles from within GKE
clusters with the same security parameters they already
use with their on-premises applications
3. Build a cloud-native, certificate management service that
wouldn’t slow down developers needing to rapidly issues
certificates for their applications and services
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Venafi was able to help them solve all of these problems.
Jetstack cert-manager, an open source Kubernetes controller
for TLS-based machine identities, integrates with Venafi
and provided the company with the same functionality the
company already had with their on-premises environment.
Using cert-manager, developers now could request TLS
machine identities as part of their application development
lifecycle without having to be fluent in TLS machine identity
management or the complex relationship between machines,
certificates, applications and keys.
Moreover, cert-manager gave the InfoSec team dashboard-level
visibility into the company’s complete certificate inventory within
GKE, so they were able to set up enforceable and auditable
security policies within DevOps processes. Now all the GCP
certificates show up in the Venafi dashboard even though they
come from within a Kubernetes cluster, and InfoSec now can
manage and protect them in the dynamic GCP environment.
Said one of the DevOps leads: “We’re actually able to work faster
and have better security. You can actually have it all!”
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Conclusion: Venafi,
Bringing Value Through
One Cloud—or Many
Although these three customers were focused on one of
these top three cloud platforms, they each realized that
effective, automated management of their machine identities
was foundational to ensuring security and trust in their cloud
environments. In fact, they knew that given the unprecedented
number of machine identities they were now managing in the
cloud, anything less would lead to failure.
As a result, all three of these customers decided to use the
Venafi platform to solve their machine identity management
challenges in the cloud. Venafi is unique in the machine identity
management space because we manage all the elements that
comprise the machine identity framework of trust across the
cloud. In addition, the Venafi Platform assures consistent levels
of security across each organization’s entire IT environments—
in public and private clouds and on-premises—by applying
consistent policies and processes regardless of the location of
the machine identity being protected.
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Although all three of these tales focus on a specific cloud vendor
each customer we’ve profiled also understood the importance
of deploying a cloud-agnostic machine identity management
solution as a key element of their migration strategy. The Flexera2
2020 State of the Cloud Report states that 93% of enterprises
already have a multicloud strategy—which shouldn’t be
surprising, given that more than 50% of enterprise workloads
and data will be in a public cloud environment within the next 12
months.3 And a key benefit of Venafi’s multiplatform support is
that it avoids vendor lock-in, which could otherwise make future
migration to other clouds very difficult to achieve.
Finally, the global COVID-19 pandemic has forced many
organizations to implement digital transformation strategies,
including cloud migration, more quickly than anticipated and
with less opportunity to plan for the potential security risks
brought about by having even more machine identities in use
than originally predicted. In fact, the Flexera report reveals that
almost 60% of organizations expect their cloud use to exceed
plan as a result of the pandemic.
Learn how Venafi can help your organization successfully
migrate and manage all your machine identities in the cloud:
venafi.com.
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Venafi is the cybersecurity market leader in identity management for machines. From the ground to the cloud, Venafi
solutions automate the lifecycle of identities for all types of machines—from physical devices to software applications, APIs
and containers. With more than 30 patents, Venafi delivers innovative solutions for the most demanding, security-conscious
organizations in the world. To learn more, visit venafi.com
© 2022 Venafi, Inc. All rights reserved.

24

